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Abstract—The proxy multi-signature is a very useful tool, 
which allows multiple signers to generate in a collaborative 
and simultaneous, and if a signer needs to delegate his signing 
capability to other signer, then the proxy signers can sign on 
behalf of an original signer. The paper proposed a new proxy 
multi-signature scheme, which the computation complicacy of 
the signature algorithm and the verification algorithm is 
independent of the number of signers. By verifying public-key, 
the new scheme can resist the forgery attack and the signing 
sequence of the proposed sequential scheme is fixed which 
unable to be changed freely by the signers. With the security 
analysis, it is a secure signature scheme. 

Keywords-proxy mlti-signatue;forgery attack;original signer; 
proxy signer;discrete logarithm;public-key verify 

I.  INTRODUCTION 
The concept of proxy signature was first proposed by 

M.ambo, et al in 1996[1]. In a proxy signature scheme, an 
original signer is allowed to delegate his signing power to a 
designed person or group, who is called the proxy signer. 
During the past years, many proxy signature schemes and 
various types of proxy signature schemes were proposed 
[2,3,4,5]. Now proxy signatures have numerous applications, 
particularly in distribution computing and electronic 
commerce, etc. 

In some cases, many original signers delegate the same 
proxy to sign the messages for all original ones. If an original 
signer could authorize a proxy group as his proxy agent, then 
only the cooperation of all of signers in the proxy group can 
generate the proxy signature on be half of an original signer, 
this proxy signature scheme that achieves such purpose is 
called the proxy multi-signature scheme. The proxy multi-
signature scheme is a special case of the proxy signature 
schemes, which was first proposed by S.J.Hwang, et al.[6] 

In 2000．Yi, et a1 proposed another type of proxy 
signature scheme: Proxy multi-signature schemes [7]. In this 
proxy multi-signature scheme, an original signer group can 
authorize one person as his proxy signer. In 2004, Hwang 
and Chen introduced the proxy multi-signature scheme [8]. 
Later, Lyuu and Wu pointed out Hwang et al.'s schemes 
were not secure and then proposed a modified scheme[9], 
but the improved scheme was not security and vulnerable to 
this insider attack [10]. 

In 2004, another proxy multi-signature scheme was 
proposed by Tzeng, et al[11]. Their scheme allows the group 
of original signers to delegate the signing capability to a 

designated group of proxy signers, and a set of verifiers in 
the designated verifier group to authenticate the proxy 
signature. But the scheme was insecure, then proposed an 
improved scheme with no Share Distribution Center 
(SDC)[12,13]. In 2006, Kang, et al proposed a new threshold 
proxy multi-signature scheme, but their scheme has serious 
security flaws due to the fact that an adversary can forge 
valid proxy signatures, which can be authenticated as if they 
were generated by the subset of the proxy, and there are two 
attack ways[14]. In 2007, Xie, et al shows that Bao, et al.'s 
scheme suffers from the proxy relationship inversion attack 
and forgery attack [15]. 

This paper proposed a new proxy multi-signature scheme 
based on the difficulty of the discrete logarithm problem. 
Compare with other scheme, this scheme can resist the 
forgery attack and can resist the allay attack by checking of 
pubic key. It also can ensure sequential scheme is fixed. 
And, the computation cost and the size of the proxy multi-
signature are fixed too. 

II. A NEW PROXY MULTI-SIGNATURE SCHEME 
The new scheme is divided into four phases: system 

initialization phase, proxy share generation phase, proxy 
multi-signature generation phase and proxy multi-signature 
verification phase. In this paper, W is proxy certificate, 
which include the detail information of the original signers 
and the proxy signers, range of the proxy, period of the 
proxy, etc. M is the message which to be sign. 

A. System initialization  
The system randomly selects two large primes p and q, 

where p=2q+1. Let g is the primitive-root of the cyclic group 
GF(p), h() denotes a one-way collision resistant 
cryptographic hash function, Let 0s =0.  

All of the signers randomly choose their private keys 
ix ∈ [1,p-2] ,computes their public keys iy =g ix  mod p. 

Then system publish p, g, h(). All of the signers 
respectively publish their public keys iy  and save their 
private keys ix  

B.  Proxy share generation 
a) Supposed the original signer is iU , he delegate his 

signing power to proxy signer jU  
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b) iU  choose a randomly integer il ∈[1,p-2]，compute 

iL = ilg  mod p, iδ = ix h(W, il )+ il  mod p-1. 

c) iU  send（ iL , iδ ） to jU secretly, at the same time 

broadcasts iL to the other signers. 

d) jU verify, if igδ = ( , )ih W l
iy iL  mod p then shows iU  

delegate his signing power to jU , and jU ’s proxy key is iδ , 
else show iU  don’t delegate his signing power to jU ,and jU  
have no right to replace iU ’s signature. 

C.  Proxy multi-signature generation  
1) The first signer  

If the signer is original signer 1U .  
a) 1U  choose random two integers 1k , 1l ∈ [1,p-2], 

compute 1r =g 1k  mod p, 1L = 1lg  mod p. 1s =( 1x -

1 1( , )x h w l - 1l )h(M)- 1r 1k mod(p-1). 
b) 1U  send ( 0s , 1s ,M) to the next signer, and broadcasts 

1r , 1L  to all of the signers. 
If the first signer is proxy signer, and supposed tU is the 

proxy signer. 
a) tU choose a random integer 1k ∈[1,p-2]，compute 

1r =g 1k  mod p, 1s =( kx - 1δ )h(M)- 1r 1k mod(p-1). 

b) tU  sends ( 0s , 1s ,M) to the next signer, and broadcasts 

1r , 1L  to all of the signers. 
2) The second signer 

a) Let S= g 1s * 1
1
rr *( 1( , )

1
h W ly * 1L ) h(M) mod p. 

b) If the first signer is original signer then verify S ?
=  

( 1y )h(M) mod p, else if the first signer is proxy signer, 

supposed the signer is  tU , verify S ?
=  ( ty )h(M) mod p. If the 

equation establish, it shows that the first signer’s public key 
is valid and the first signer’s signature is valid too, so the 
signature continued, else reject signature. 

If the signer is original signer 2U .  
c) 2U choose two random integers 2k , 2l ∈ [1,p-2], 

compute 2r =g 2k  mod p, 2L = 2lg  mod p, 2s = 1s +( 2x -

2 2( , )x h W l - 2l )h(M)- 2r 2k mod(p-1). 
d) iU sends ( 1s , 2s ,M) to the next signer, and broadcasts 

2r , 2L  to all of the signers. 
If the second signer is proxy signer, supposed the proxy 

signer  is  tU . 
c) tU choose a random integers 2k ∈ [1,p-2], compute 

2r =g 2k  mod p, 2s = 1s + ( tx - 2δ )h(M)- 2r 2k mod(p-1). 
d) tU  sends ( 1s , 2s ,M) to the next signer, and broadcasts 

2r , 2L  to all of the signers. 

3)  Other signers (the No. i signer) (2<i≤n) 
Supposed there are A original signers from the first 

signer to the No. (i-2) signer sign the message M. Their 
public keys, for the convenience of writing '

1y , '
2y … '

Ay . 
And there are  B proxy signers from the first signer to the 
No. (i-2) signer sign the message M, for the convenience of 
writing ''

1y , ''
2y … ''

By , it can draw the conclusion that 
A+B=i-2. The proxy multi-signature takes the following 
steps: 

a) Let S=g( 1 2i is s− −− )* 1
1

ir
ir −
− *( 1( , )

1
ih W l

iy −
− * 1iL − ) h(M) mod p.  

b) If the previous signer is an original signer then verify 
S ?

=  ( 1iy − )h(M) mod p, else if the previous  signer is proxy 

signer, supposed the signer is  tU , verify S ?
=  ( ty )h(M) mod p. 

If the equation establish, it is mean that the previous signer’s 
public key is valid, and the pervious signer’s signature is also 
valid, so the signature continued, else reject signature. 

c) Let 2iY − = '

1
( )

A

j
j

y
=

∏ ''

1
( )

B

j
j

y
=

∏  mod p. 

d) Verify 2isg − *
2

1

i

j

−

=
∏ jr

jr *(
2

1

i

j

−

=
∏ ( , )jh W l

jy *
2

1

i

j

−

=
∏ jL ) h(M) ?

=  

( 2iY − )h(M) mod p, if the equation establish, it is mean that 
before the previous signer’s signature is valid, and the 
signature continued, else reject the signature, and judge the 
signature invalid.  

If the signer is original signer iU .  
e) iU choose two integers ik , il ∈[1,p-2] randomly, 

compute ir =g ik  mod p, iL = ilg  mod p, is = 1−is +( ix -

( , )i ix h W l - il )h(M)- ir ik mod(p-1). 

f) iU sends ( 1is − , is ,m) to the next signer, and broadcasts 

ir , iL  to all of the signers. 
If the signer is proxy signer, supposed the signer is  tU . 
e) tU choose a integer ik ∈[1,p-2] randomly, compute 

ir =g 1k  mod p, is = 1−is + ( tx - iδ )h(M)- ir ik mod(p-1). 

f) tU  sends ( 1is − , is ,m) to the next signer, and broadcasts 

ir , iL  to all of the signers. 

D. Proxy multi-signature verification  
When all the signers finishing signing the message M, 

the last signer send the（ 1ns − , ns ,M） to the signature 

verifier vU , vU  let S= g( 1n ns s −− )* nr
nr *( ( ,l )nh W

ny * nL )h(m) 

mod p. If the last signer is original signer nU , then verify S ?
=  

( ny )h(M) mod p, else if the last  signer is  proxy signer 

supposed the signer is  tU , verify S ?
=  ( ty )h(M) mod p.  
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Then compute 1nY − = '

1
( )

A

j
j

y
=

∏ ''

1
( )

B

j
j

y
=

∏ mod p(with A+B=n-

1). Then verify the equation that 1nsg − *
1

1

n

j

−

=
∏ 1

1
nr

nr −
− * 

(
1

1

n

j

−

=
∏ ( , )jh W l

jy *
1

1

n

j

−

=
∏ jL ) h(M) ?

=  ( 1nY − )h(M) mod p.  

If  both the two equations establish, it is means that all 
the signature is valid, else reject the signature, and judge the 
signature invalid. 

III. THE NEW SCHEME CORRECTNESS TESTIFY 

A.  public key validity 
1i is sg −−

*( ).( ilwh
iy * iL )h(m)* ir

ir  ?
=

)(mh
iy  mod p  

  (the NO.i signer is original signer iU ) 
1i is sg −−

*( ).( ilwh
iy * iL )h(m)* ir

ir  ?
=

( )h m
ty  mod p   

 (the NO.i signer is proxy signer tU ) 
If the NO.i signer is original signer iU  

is = 1−is +( ix - ( , )i ix h w l - il )h(m)- ir ik mod(p-1)=> 

1i is sg −−
=g(( ix - ( , )i ix h w l - il )h(m)- ir ik ) mod 

p= )(mh
iy /( ir

ir *( ( , )ih w l
iy * iL )h(m)) mod p=> 

1i is sg −−
*( ).( ilwh

iy * iL )h(m)* ir
ir

?
= )(mh

iy  mod p. 
If the NO.i signer is proxy signer, supposed the signer is  

tU : 

is = 1−is +( tx - iδ )h(m)- ir ik mod(p-1)= 1−is +( tx -

ix h(w, il )+ il )h(m) - ir ik  mod(p-1)=> 1i is sg −−
= g(( tx -

( , )i ix h w l - il )h(m)- ir ik ) mod p=>
1i is sg −−

* ir
ir * 

( ).( ilwh
iy * iL )h(m) 

?
=  ( )h m

ty  mod p. 

B. Signature validity 

2isg − *
2

1

i

j

−

=
∏ jr

jr *(
2

1

i

j

−

=
∏ ( , )jh w l

jy *
2

1

i

j

−

=
∏ jL ) h(m) ?

=  ( 2iY − )h(m)  

verify, from (1), it can know that 
2 3i is sg − −−

*
3 4i is sg − −−

*…

*
1 0s sg −

(
2

1

i

j

−

=
∏ ( , )jh w l

jy *
2

1

i

j

−

=
∏ jL )h(m) * ir

ir
2

1

i

j

−

=
∏ jr

jr = 

'

1
( )

A

j
j

y
=

∏ ''

1
( )

B

j
j

y
=

∏  mod p=> 2isg − *
2

1

i

j

−

=
∏ jr

jr * 

(
2

1

i

j

−

=
∏ ( , )h w j

jy *
2

1

i

j

−

=
∏ jL ) h(m) =( 2iY − )h(m) mod p. 

IV. SECURITY ANALYSIS OF THE NEW SCHEME 

A. Public key checking 

Because computing 1ns − , ns  with the equations 1nsg − = 

(Y)h(M)/(
1

1

n

j

−

=
∏ 1

1
nr

nr −
− * (

1

1

n

j

−

=
∏ ( , )jh w l

jy *
1

1

n

j

−

=
∏ jL )h(M)) mod p, 

g( 1n ns s −− )* nr
nr *( ( ,l )nh w

ny * nL ) h(m)=( ky ) h(m mod p, which is 
very difficult, because computing 1ns − , ns  is the difficulty in 
solving the discrete logarithm problem (DLP). By checking 
of the signer’s public key with the equation of 
( 1n ns s −− )* nr

nr *( ( ,l )nh w
ny * nL ) h(m)=( ky ) h(M) mod p , which 

can avoid forgery attack by the attacker fabricate public key. 
And by this way, it also can resist attacker fabricate public 
key to sign part of signature with his authority. 

B. Fix the sequential scheme 
The paper shows how to fixed the sequential scheme with 

the example of the two adjacent original signers 1iU − , iU  , If 
1iU − , iU  want to change the sign sequential: 

iU  compute ir =g ik mod p, iL = ilg mod p 
'
is = 2is − +( ix - ( , )i ix h W l - il )h(M)- ir ik mod(p-1), 

then iU sends ( 2is − , '
is ,m) to the 1iU − , and broadcasts ir , iL  

to all of the signers. 

1iU −  compute 1−ir =g 1−ik  mod p, '
1−is = '

is +( 1ix − -

1 1( , )i ix h W l− − - 1il − )h(M)- 1ir − 1ik − mod(p-1), then send 

( '
is , 2is − ,m) to the 1iU + . 

1iU + verify the equations g(
'

1−is -
'
is )* 

( ( , )ih W l
iy * iL )h(M)* ir

ir
?
=

)(mh
iy mod p and g

'
1−is * 

1

1

−

=
∏
i

j

jr
jr *(

1

1

i

j

−

=
∏ ( , )jh w l

jy *
1

1

i

j

−

=
∏ jL ) h(M)

?
= ( 1iY − )h(M) isn’t 

establish. Prove as follows: 
a) g(

'
1−is -

'
is )*( ( , )ih W l

iy * iL )h(M)* ir
ir = ( ( , )ih W l

iy * iL )h(M) 

*( 1iy −
h(M)) * ir

ir /(( 1( , )
1

ih W l
iy −
− * 1iL − )h(M)* 1

1
ir

ir −
− ) mod 

p≠ )(mh
iy mod p, so the equation don’t exist. 

b) g
'

1−is *
1

1

−

=
∏
i

j

jr
jr *(

1

1

i

j

−

=
∏ ( , )jh W l

jy *
1

1

i

j

−

=
∏ jL ) h(M)mod p = 

g 2−is ( )
1( )h m

i iy y− / ( 1 1( , ) ( , ) ( )
1 1 1( )i i i ih W l h W l r rh m

i i i i i iy y L L r r− −
− − − )* 

1

1

−

=
∏
i

j

jr
jr *(

1

1

i

j

−

=
∏ ( , )jh W l

jy *
1

1

i

j

−

=
∏ jL ) mod p= ( ( )

1( )h m
i iy y− 2iY − )/ 

( ( , )ih W l
iy iL ir

ir ) mod p≠ ( )
1
h m

iY −  mod p. 
This shows it is very difficulty that the two adjacent 

signers collusion and change the sequence the proxy multi-
signature. If they want to set the two equations all establish, 
they must obtain '

1−is  from the g
'

1−is =( ( )
1( )h m

i iy y− 2iY − ) 
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/(( iL ( , )ih W l
iy ir

ir )
1

1

−

=
∏
i

j

jr
jr *(

1

1

i

j

−

=
∏ ( , )jh W l

jy *
1

1

i

j

−

=
∏ jL ) h(M))mod p, 

then obtain '
is  from the g(

'
1−is -

'
is )=( 1iy −

h(M)) 

/(( 1( , )
1

ih W l
iy −
− * 1iL − )h(M)* 1

1
ir

ir −
− ) mod p. This way need to 

compute two discrete logarithm problems, so it is impossible 
to compute, and the new proxy-multi-signature can be unable 
to be changed freely by the signers. If the two adjacent signs 
are proxy signers or one is an original signer, the other is a 
proxy signer, the two equations aren’t existence too, and 
sequential scheme is fixed. 

V. CONCLUSIONS 
This paper proposed a new proxy multi-signature scheme 

based on the difficulty of the discrete logarithm problem. By 
verifying public-key, the security of the proposed scheme is 
confirmed. Some possible attacks are considered, which 
can’t successfully break the proposed scheme. Furthermore, 
it also can ensure sequential scheme is fixed. Particularly, the 
computation cost and the size of the proxy multi-signature 
are independent on the number of the original signers and the 
proxy signature. 
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